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What’s happening now

Cyber Safety Pasifika 10 year anniversary Update.

This year marks the 10" year anniversary for the Cyber Safety Pasifika Program.

To celebrate the occasion there will be several events planned including a collective zoom
party with all our CSP trainers, partners and key stakeholders. A cyber safety week to be held
in October and a resigning of the CSP Declaration of Partnership with the Pacific Islands
Chiefs of Police will be held at their conference in November.

The CSP team would also like to acknowledge and thank Sergeant Aporo Kirikava from Cook
Islands Police Force for designing the 10" year anniversary logo for the Program

The meaning of the motif which is running along the right of the number 1 is known as the
tikitiki tangata and represents unity. It’s indicative of people holding hands and standing
together.

To the top of the left of the number 1 is the nio mango or sharks teeth which signifies
strength and protection. The designs on the zero has been taken from the CSP logo so that
the 10 and logo blend together.

The leaves to the right of the O is the leaves of the young coconut plants to represent the
islands and the spearheads modern usage symbolizes one’s mettle while facing and
overcoming life’s challenges. The remaining of the design has a tribal look and feel.

Story by Kellie Keys CSP Project Manager



€SP Awareness and Education=—
Marshall Islands

Marshall Islands on awareness outreach.

CSP Trainers partnered with the Women Advisory Network crew and
went off on the Sea Patrol boat (It was awesome riding on these

boats) to one of the Boarding Schools (High School in the close by
island) Rongrong High School.

Everyone talked about their job descriptions while | talked about
Cyber Safety Pasifika. We did another outreach with the Laura High

School here in Majuro. In addition, partnered with the Women Advisory Network crew who are all females from both
Local Police and US National Police.

Cyber Safety Pasifika. Displays at the College of the Marshall Islands. | was also

special guest with Rita Christian School talking about my job description along
with Cyber Safety Pasifika awareness.

That is it from Marshall Islands. Enjoy the photos.

Story by SGT Pamela M. Rubon from Marshall Islands Police Department Republic of the Marshall Islands.

€SP Awareness and Education=—
Solomon Islands, Ysabel Provinee

There were more than a 100 people which covered the whole village at the Buala Village.

| have conducted the awareness session on the 27" December 2020 to all age
groups which they were listening until | finished the 45 minutes awareness
program training and they were very happy with the giveaways which | gave them.

The photo’s taken at Buala village for the Cyber Safety.

Story by Margaret Longa from Buala Police

Station, Ysabel Province. Solomon Islands




€SP Awareness in Yanuatu

On Thursday the 18" of February 2021, the VPF Crime Prevention team delivered the Cyber Safety Pasifika Community
presentation to the 39 New Recruits at the Police College.

The presentation covered Protect Privacy, Avoid unwanted people and Avoid being Victim of Scam.

After the presentation, a short time was allocated for comments and questions. Most of the comments raised supported the
Cyber Security Awareness’s and also their interest in Cybercrime.

Sgt Natapei and the Recruits.

Story by Sgt Jeff Natapei, Cyber Safety and Environmental Design Liaison Officer, Crime Prevention and Community Safety Office
Vanuatu Police Force.

€SP Investigation in Vanuatu

The National Crime Prevention Coordinator Supt Glen Nicholson Mahina received today 3 laptops, 1 projector and 1 study

scholarship from the Commander Vanuatu Australian Policing and Justice Program Detective Supt Melissa Northam on behalf of
the Cyber Safety Pasifika.

This support is one of the many supports from the Cyber Safety Pasifika and the Vanuatu Australian Policing and Justice Program
to the Vanuatu Police Force.

These equipment will help to enhance the mobility of cyber safety across Vanuatu.

Cyber Safety Pasifika is a regional Cyber Safety Program funded by the Australian Federal Police under the Pacific Policing
Development Program Regional (PPDP-R) and supported by the Pacific Island Chiefs of Police (PICP).
This year marks the 10 years of the establishment of cyber safety in the Pacific.

Vanuatu is one of the pacific countries that is very active with its reporting and activities that VPF Cyber safety Team has been
doing in terms of awareness to target cybercrime in Vanuatu.

Detective Supt Melissa Northam acknowledge the VPF’s participation in the CSP and assured the VPF in future support and also
announced this morning the first cyber security scholarship was given to Vanuatu to enhance the Human Resource of cyber

safety with its knowledge on dealing with cyber in Vanuatu.

Receiving speech also acknowledge the support and assured VAPJP and CSP that the equipment will be will be managed to

increase the VPF participation in the CSP program. Supt Glen Nicholson also said “That Cyber Policing is the future policing
therefore the VPF will increase its participation and also rely on its partners.

Story by Jane Boranga and Sackrine Kaman from the VPF media team
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CSP Awareness and Education =
Papua New Guinea

CSP SCHOOL AWARENESS TO OBSERVE SAFER INTERNET DAY2021

Papua New Guinea Safer Internet Day (SID) Committee is a team comprising of different stake holders that runs the
Safer Internet Day which is commemorated on 9th February annually and observed globally with the key intent to

advocate on safer usage of the internet. The theme for this year is "Together for a Better Internet".

Being a member of the SID committee and a country representative of the Cyber Safety Pasifika Education and

Awareness (CSP) program, | wasinvited as one of the guest speakers to speak to about 300 plus (150 girls & 150
plus boys) grade 11 students of Kilakila Secondary School in Port Moresby on 18/02/2021.

Collaborating with our cybercrime unitinvestigators, we collectively spoke around cybercrime trends (in PNG)
andissues affectingstudentswiththe usagesof online applications. The advantages and risks associated with

online applications relative to criminal offences. How to identify common online offences and when and
where to report to police.

htt ps:/ | m.facebook .com/story.php? st ory fbid =113779030707232&id=105878614830607

In addition, the students were told about the CSP E&A program being funded and supported by Australian Federal
Police (AFP) to assist Pacific Police advocate and promote saferinternet usage. Apart from that, CSP merchandise were

issuedto all participating students and guest as a show to promote CSP observing SID2021in PNG.

A group photo with stake holders, students and school principle.
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Vanuatu’s National €yber Security
Strategy

Vanuatu’s National Cyber Security Strategy, Priority-2 (CSP-2): Cyber Security Awareness.

The Vanuatu Police Force, Cyber Safety Team was part of the
Vanuatu National Cyber Security Strategy nationwide
consultation last year from August to November 2020 and

the Launching on the 9th of March 2021.

The Vanuatu National Cyber Security Strategy (NCSS) 2030 is a
plan of action designed to improve ‘Security and
Resilience’ of Vanuatu’s National Critical Infrastructure and

services. It is a mixture of a high-level top-down and

bottom-up approach to cyber security that establishes a range of &
national objectives and priorities that are

achievable for Vanuatu within the next ten years.

This National Cyber Security Strategy delivers six National Priorities to strengthen National Security by

responding to cyber-threats and issues in Vanuatu.

The Strategy Priorities include:

Cyber Resilience;

Cyber Security Awareness;

Cyber Capability and Literacy;

Addressing Cybercrime;

International Engagement; and

Cyber Security Standards and Legal Frameworks.

https://cert.gov.vu/index.php/resources/policies-and-strategies

The Vanuatu Office of the Government Chief Information Officer (OGCIO) led and funded this success. During
the launching of the National Cyber Security Strategy, we also witness the release of the Cyber Songs and we

will definitely use them in our CSP programs.

During Vanuatu’s last Community call, CERT Vanuatu has taken a step further to provide and deliver critical
and pressing Cyber Security Awareness information through Music. They have engaged Vanuatu’s popular
Music Artists Stan & The Earthforce, Vanessa Quai and Jerry Brown, Shilla Wilz and J.Styles to help us achieve

these awareness materials.

rg All song lyrics are in Bislama, though not too hard to work
&~ the meanings out and understand them.

Below is the link via the CERT
4 Vanuatu Website for the three
‘ mentioned songs:

¥ https://cert.gov.vu/index.php/
B resources/awareness-songs

Story by Sergeant Jeff T. NATAPEI Vanuatu Police Force




. Cyber Safety Pasifika - livestream training
and Impor¢tant Reminders

CSP livestream training

Below is the list of livestream cybercrime Investigations training that the CSP Program will be delivering. If you
are interested in attending please contact Ryan.Molyneux@afp.gov.au to make your reservation.

DATE & TIME TOPIC
May 2021
20/05/2021 Evidence Collection from Mobile Phones

Duration 1.5 Hrs Presenter: AFP Cyber Operations

Start 1000 (AEST)
West Pacific
27/05/2021
Duration 1.5 Hrs
Start 1000 (AEST)
East Pacific
June 2021
03/06/2021
Duration 1.5 Hrs
Start 1000 (AEST)
East and West Pacific
10/06,/2021
Duration 2.5 Hrs
Start 1100 (AEST)
West Pacific
24/06/2021 Cyber Security Threat Landscape and Analysing
Duration 2.5 Hrs
Start 1000 (AEST)
East Pacific

Evidence Collection from Mobile Phones
Presenter: AFP Cyber Operations

Facebook Media Officer Training
Presenter: Facebook

Cyber Security Threat Landscape and Analysing

Evidence
Presenter: APNIC/ACSC

Evidence
Presenter: APNIC/ACSC

Success Stories

After completing CSP Awareness training at a school or in the community please ensure you contact Ms Kellie

Keys via email with the below information:
l. When the training was delivered, how many people participated and the gender split

1. Good news stories with photos for the newsletter

Don’t forget!

The Outreach Program is available for use. This program is to provide the opportunity for CSP Trainers to submit
a business case for things such as:

I Travel to remote locations in their countries to deliver community awareness presentations.

1. Purchase equipment or in country marketing material to assist the delivery of CSP Awareness Safety

message and presentations.

Can you help?
Translation of CSP fact sheets: If you can assist translating the CSP fact sheets into another language please con-

tact the CSP Team, details below.

Facebook
CSP now has a Facebook page for the CSP Awareness Trainers. This is a closed group for the CSP Awareness

C€ontact €SP

trainers only. If you have a Facebook account please look up CSP Awareness Trainers and join the online

conversation on the great work everyone is doing.
Kellie Keys, CSP Awareness Project Manager Kellie.Keys@afp.gov.au

Ryan Molyneux, CSP Investigations Project Manager Ryan.Molyneux@afp.gov.au

CSP Team Email Cyber-Safety-Pasifika@afp.gov.au

CSP Website www.cybersafetypasifika.org

Facebook Link https://www.facebook.com/groups/1971344982957035/




